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Fortress Secure Interface®

Fortress Cryptographic Library ™
(FIPS 140-2 certified)
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Data Viewer
Client

OST Fortress Secure Interface™
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SHM Sensor
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Wireless e-Diagnostics® & |Application Encrypted
Yy B Client Account
ri Repository
Application
Manager Authenticator .
Authentication & Authenticator
™ re-authentication. Configuration
Interface to Tool/GUI
Account i
Filter/Enforcer Repository

Processes access requests from client server &
returns replies or data. Creates & deletes
session ID & updates active session table.

MOd u Iar Defines, activates, deactivates & deletes d di i
deactivated plan for application status request or Encrypted Audit Trai
Logs requests, data

Fu nCtlonallt event trace request on application portal. delivery Tules endine
y Returned reply or data depends on Y g
result, user logon,
enforcement result returned from enforcer
& reply from application portal user logout, added rule
Py pp portal. and deleted rule.
Transforms access request from filter into
enforcement request & sends to rules engine.
Receives result, finds proper filter & delivers
result to it. Matches results from rules engines
to requests from filters & sends to filter.

Application Rules Engine RuIeST((?)(())r:/f(l;ngJJIratlon
Portal Processes enforcement requests Creates. deletes

from enforcer, & evaluates & returns
them. Handles data access requests.
Reloads enforcement rules &

modifies & stores
access enforcement
rules. Files contain

updates rules database table after
N . enforcement rules.
rules configuration tool updates Encrypted -
. . Database contains
rules repository site. > Rules )
Shuts down rules engine Repositor rules. Model files
Application gine. p y contain XML models.
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Customer Installation

Front End
Demo
(DB Client)

Database OST FSI
Managers

Customer's
Existing ————»

Front End

Interface

Database
Server

Note:
The OST front end and GUIs
can be incorporated into
customer's front end.
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v Library™

OUTPUTS:

Fortress
Secure
Interface®
(FSI)
Application

* Diagnostic and Prognostic Metrics
» Adaptive Importance Sampling

* Extreme Value Theory

* Latin Hypercubes

» Response Surfaces

» Bayesian Belief Methods

* Dempster-Shafer

» Kalman / Extended Kalman Filtering
» Sensor/data Fusion

* Legacy Data Analysis Methods

* Virtual Sensing

* Model/sensor Coupling




